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1.4. Assessment limitations 

The purpose of this assessment is to deliver an expert opinion of the security level reached by the application 

at a specific moment. The recommendations made by our experts are addressed to increase Intuitem 

confidence in its information system, on the condition that the recommended measures are properly 

implemented. 

 

We would like to draw the audited party's attention to the limitations of such an opinion: 

• The auditors tested vulnerabilities that were disclosed and known before and during the audit 

period, (at the dates mentioned in the report). 

• As attack techniques evolve, a system which has been defined as secure may no longer be secure 

after some time. We recommend that the owner of the resources stay updated on technical 

developments in this area and implement any recommended fixes from specialized services as soon 

as possible. 

• The expert's opinion aims to increase the level of confidence in security at a specific moment based 

on the information provided and the depth of the analysis they were able to perform. This level of 

confidence should not be considered absolute. Achieving this level of confidence assumes that the 

audited party correctly implements the recommended measures. 

• Unlike an attacker who follows any lead they find; auditors prioritize organized study. An expert 

seeks to identify as many vulnerabilities, real or potential, as possible within a limited time frame 

and scope, at a specific moment. The completeness of discovering vulnerabilities within the defined 

scope and timeframe cannot be guaranteed. 
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Lastly, GitHub Actions workflows of the repository were found to be vulnerable to Commands Injection, 

allowing any user to hijack the runner by sending a pull request (V01 - Command Injection in GitHub Action). 

Throughout the audit, auditors noticed that critical and vulnerability prone operations (such as 

authentication, database queries, backup, file read and write, etc.) are handled by Django core functionalities 

which are well-tested and known to be robust. 

The code is well structured, and no logic flaws have been uncovered, and typical security recommendations 

are followed. Furthermore, no obvious flaws could be found on the infrastructure on CISO Assistant (such as 

Kubernetes cluster). 

2.2. Retest after the implementation of patches 

Following the implementation of patches, security vulnerabilities were addressed with varying outcomes. 

Vulnerabilities V01 - Command Injection in GitHub Actions (the vulnerability has been fixed) and V03 - Cross-

Site Scripting (XSS) (the vulnerability has been fixed) have been successfully resolved through the application 

of appropriate security, thereby mitigating the associated risks. 

 

However, vulnerability V02 – Server-Side Request Forgery (Blind SSRF) (vulnerability partially fixed), remains 

partially unresolved. Blind SSRF patches are implemented using a Terraform configuration. This Terraform 

configuration defines a Kubernetes NetworkPolicy named allow-dns-and-public-egress within the 

default namespace. The policy applies to all pods in that namespace and restricts only egress traffic. It 

explicitly allows outbound DNS queries over both UDP and TCP on port 53 to any destination, enabling name 

resolution to function correctly. Additionally, it permits outbound connections to all public IP addresses while 

explicitly blocking access to private IP ranges, namely 10.0.0.0/8, 172.16.0.0/12, and 192.168.0.0/16. 

This ensures that pods can reach external services on the internet but are prevented from communicating 

with internal network resources. The policy is dependent on the creation of a specific Kubernetes node pool, 

ensuring it is applied only after the infrastructure is ready. 

 

The residual risk associated with the Blind SSRF (V02 – Server-Side Request Forgery (Blind SSRF) (vulnerability partially fixed)) 

vulnerability after applying patches is significantly reduced as the probability of exploitation is therefore greatly reduced. In 

addition to the fact that its exploitation is complicated, it is no longer possible to interact with elements of the internal network (via 

Terraform configuration). 

 

Furthermore, for vulnerability V04 - Technical information leak(the vulnerability has been fixed), now, only 

the file name appears. 

 

Finally, V05 - Insecure Session Management (Session Concurrency Issue) (known and accepted risk), and V06 

- Cleartext Protocol Usage (known and accepted risk) have not been remediated. After a thorough risk 

assessment, the client has made the informed decision to accept the level of risk associated with these 

issues, based on their potential impact and likelihood of exploitation. As such, no further action is currently 

planned for these vulnerabilities unless future circumstances change the risk profile. 
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Replace the following command: 

export $(grep -v '^#' .env | xargs)` 

With a safer way to load environment variables such as: 

set -o allexport 

source .env 

set +o allexport 

3.1.1.4. Mitigations 

To mitigate the risk of Commands Injection in GitHub Actions (workflows), developers should adopt secure 

coding practices and leverage GitHub’s built-in security features. Untrusted input should never be 

interpolated directly into run: commands without proper validation or escaping. All inputs must be carefully 

validated against expected patterns and sanitized to eliminate potentially dangerous characters or 

sequences. Additionally, input data should be handled safely by assigning it to environment variables using 

the env keyword or by passing it through the with block. Finally, it is crucial to restrict permissions and 

minimize the privileges of GitHub Action tokens to reduce the potential impact of a compromise. 
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    "attribute_mapping_email":9, 

    "idp_entity_id":12, 

    "metadata_url":13, 

    "sso_url":3, 

    "slo_url":3, 

    "x509cert":3, 

    "sp_entity_id":14, 

    "allow_repeat_attribute_name":1, 

    "allow_single_label_domains":15, 

    "authn_request_signed":15, 

    "digest_algorithm":16, 

    "logout_request_signed":15, 

    "logout_response_signed":15, 

    "metadata_signed":15, 

    "name_id_encrypted":15, 

    "reject_deprecated_algorithm":1, 

    "reject_idp_initiated_sso":1, 

    "signature_algorithm":16, 

    "want_assertion_encrypted":15, 

    "want_assertion_signed":15, 

    "want_attribute_statement":1, 

    "want_message_signed":15, 

    "want_name_id":15, 

    "want_name_id_encrypted":15 

  }, 

  true, 

  "saml", 

  "", 

  "0", 

  [ 

    6 

  ], 

  "urn:oasis:names:tc:SAML:attribute:subject-id", 

  [ 

    8 

  ], 

  "http://schemas.auth0.com/email_verified", 

  [ 

    10, 

    11 

  ], 

  "urn:oid:0.9.2342.19200300.100.1.3", 

  "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress", 

  "ID", 

  "https://127.0.0.1:8008/", 

  "ciso-assistant", 

  false, 

  "http://www.w3.org/2001/04/xmldsig-more#rsa-sha256" 

] 
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Request (HTTP): 

POST /policies/608848e3-0ef1-4489-9e2c-08f5df0dff11/edit HTTP/2 

Host: eager-raccoon-9252.ciso-assistant.net 

Cookie: token=8de9ab6777f44289dd52a51a3fd1f67305c97810415cad00fdef4eb0b6689235; 

allauth_session_token=JUNK 

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:128.0) Gecko/20100101 Firefox/128.0 

Accept: application/json 

Content-Type: application/x-www-form-urlencoded 

X-Sveltekit-Action: true 

Content-Length: 982 

Origin: https://eager-raccoon-9252.ciso-assistant.net 

 

urlmodel=policies&range-slider=0&__superform_json=...&__superform_id=zbl5io 

Content of the POST variable __superform_json. 

[{ 

    "name":1, 

    "description":2, 

    "ref_id":3, 

    "csf_function":4, 

    "priority":5, 

    "status":6, 

    "evidences":7, 

    "assets":10, 

    "eta":2, 

    "start_date":2, 

    "expiry_date":2, 

    "link":11, 

    "effort":2, 

    "control_impact":5, 

    "cost":2, 

    "folder":12, 

    "reference_control":2, 

    "owner":13, 

    "security_exceptions":14, 

    "progress_field":15, 

    "filtering_labels":16, 

    "findings":17 

  }, 

  "Acceptable encryption policy", 

  null, 

  "javascript:alert('AAAA')", 

  "govern", 

  1, 

  "--", 

  [8, 9], 

  "ca5ff41d-6dbd-4fa8-bbf9-b116d41e3388", 

  "cb63cf5e-4a3c-4bea-8142-e9716eca5315", 

  [], 

  "javascript:alert('BBBB')", 

  "7305077a-4d70-4401-9ed6-b82236bc989b", 

  [], 

  [], 

  0, 

  [], 

  [] 

] 
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Response (HTTP): 

HTTP/2 200 OK 

Date: Mon, 12 May 2025 13:33:58 GMT 

Content-Type: application/json 

Content-Length: 1383 

Set-Cookie: csrftoken=6eeRmA8Wg9WYA1Kp6d0kVYqneBHx0pxcgF82Cak21xIdP1rr8x5WtxoGlRH5a; 

Path=/; Secure; SameSite=Lax 

Set-Cookie: 

flash=%7B%22type%22%3A%22success%22%2C%22message%22%3A%22The%20policy%20object%20has%20be

en%20successfully%20updated%22%7D; Max-Age=120; Path=/; Secure; SameSite=Strict 

Strict-Transport-Security: max-age=31536000; includeSubDomains 

 

{"type":"success","status":200,"data":"[{\"form\":1},{\"id\":2,\"valid\":3,\"posted\":3,\

"errors\":4,\"data\":5,\"message\":23},\"zbl5io\",true,{},{\"name\":6,\"description\":7,\

"ref_id\":8,\"csf_function\":9,\"priority\":10,\"status\":11,\"evidences\":12,\"assets\":

15,\"eta\":7,\"start_date\":7,\"expiry_date\":7,\"link\":16,\"effort\":7,\"control_impact

\":10,\"cost\":7,\"folder\":17,\"reference_control\":7,\"owner\":18,\"security_exceptions

\":19,\"progress_field\":20,\"filtering_labels\":21,\"findings\":22},\"Acceptable 

encryption policy\",null,\"javascript:alert('AAAA')\",\"govern\",1,\"--

\",[13,14],\"ca5ff41d-6dbd-4fa8-bbf9-b116d41e3388\",\"cb63cf5e-4a3c-4bea-8142-

e9716eca5315\",[],\"javascript:alert('BBBB')\",\"7305077a-4d70-4401-9ed6-

b82236bc989b\",[],[],0,[],[],{\"object\":24},{\"id\":25,\"findings\":26,\"created_at\":27

,\"updated_at\":28,\"name\":6,\"description\":7,\"priority\":10,\"ref_id\":8,\"category\"

:29,\"csf_function\":9,\"status\":11,\"start_date\":7,\"eta\":7,\"expiry_date\":7,\"link\

":16,\"effort\":7,\"control_impact\":10,\"cost\":7,\"progress_field\":20,\"is_published\"

:3,\"folder\":17,\"reference_control\":7,\"filtering_labels\":30,\"evidences\":31,\"asset

s\":32,\"owner\":33,\"security_exceptions\":34},\"608848e3-0ef1-4489-9e2c-

08f5df0dff11\",[],\"2025-05-06T08:28:52.460000Z\",\"2025-05-

12T13:33:58.649517Z\",\"policy\",[],[13,14],[],[],[]]"} 

 

  






















